
EVENTS - Block Log Search Results 

Date/Time: Severity: Filter Name: Protocol: Segment: Source Address: Dest Address: Packet Trace: Hit Count:

2007-01-04 
20:40:17 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.233.55.16:4429 172.16.3.30:80 1

2007-01-04 
18:53:40 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.243.0.248:1273 172.16.3.30:80 1

2007-01-04 
18:41:45 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.244.226.138:1450 172.16.3.30:80 1

2007-01-04 
17:20:37 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.10.80.246:1850 172.16.3.30:80 1

2007-01-04 
14:33:12 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.131.28.36:1685 172.16.3.30:80 1

2007-01-04 
10:10:25 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.64.189.222:3107 172.16.3.30:80 1

2007-01-04 
09:45:48 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.157.212.61:1958 172.16.3.30:80 1

2007-01-04 
07:14:47 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.232.120.11:2096 172.16.3.30:80 1

2007-01-03 
23:13:40 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.236.202.167:4640 172.16.3.30:80 1

2007-01-03 
22:08:41 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.250.33.25:2857 172.16.3.30:80 1

2007-01-03 
19:09:59 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.242.30.182:1653 172.16.3.30:80 1

2007-01-03 
18:20:22 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.242.30.182:2154 172.16.3.30:80 1

2007-01-03 

4307: HTTP: 
ASN.1 
Bitstring 



09:21:04
Critical

Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.244.87.192:2084 172.16.3.30:80 1

2007-01-03 
07:22:01 Critical

2486: FPSE: 
FrontPage 
Server 
Extensions 
Chunked 
Transfer 
Overflow 

http Firewall_LAN 82.99.247.239:3143 172.16.0.249:80 1

2007-01-03 
07:21:01 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.99.247.239:4985 172.16.0.249:80 1

2007-01-03 
07:20:28 Critical

2486: FPSE: 
FrontPage 
Server 
Extensions 
Chunked 
Transfer 
Overflow 

http Firewall_LAN 82.99.247.239:3130 172.16.3.30:80 1

2007-01-03 
07:19:55 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.99.247.239:4885 172.16.3.30:80 1

2007-01-02 
23:51:21 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.225.64.73:2395 172.16.0.249:80 1

2007-01-02 
21:04:32 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.158.16.192:3384 172.16.3.30:80 1

2007-01-02 
19:55:46 Critical

2670: SMTP: 
Netsky-C 
Virus 
Propagation 

tcp Firewall_LAN 83.148.11.122:3665 172.16.0.241:25 1

2007-01-02 
16:59:05 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.159.47.191:2770 172.16.3.30:80 1

2007-01-02 
14:33:01 Critical

3490: SSL: 
OpenSSL 
ASN.1 
Deallocation 
Exploit 

tcp Firewall_LAN 62.141.56.30:40383 172.16.0.249:443 1

2007-01-02 
14:31:06 Critical

3490: SSL: 
OpenSSL 
ASN.1 
Deallocation 
Exploit 

tcp Firewall_LAN 62.141.56.30:40123 172.16.0.249:443 1

2007-01-01 
04:50:40 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.235.112.188:2584 172.16.3.30:80 1

2007-01-01 
04:32:06 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.139.77.13:4487 172.16.0.249:80 1

2006-12-31 
20:20:57 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 

tcp Firewall_LAN 82.79.102.80:3496 172.16.0.249:80 1



Heap 
Overflow 

2006-12-31 
19:12:48 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.254.85.180:1265 172.16.3.30:80 1

2006-12-31 
17:33:48 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.46.245.165:3626 172.16.3.30:80 1

2006-12-31 
16:03:31 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.79.102.80:3831 172.16.3.30:80 1

2006-12-31 
01:36:03 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.251.244.109:3439 172.16.0.249:80 1

2006-12-30 
22:15:10 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.227.9.174:3427 172.16.3.30:80 1

2006-12-30 
20:19:14 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.139.77.13:3419 172.16.3.30:80 1

2006-12-30 
18:31:26 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.30.95.18:1777 172.16.0.249:80 1

2006-12-30 
05:27:01 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.99.229.101:4512 172.16.0.249:80 1

2006-12-30 
05:25:15 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.99.229.101:4496 172.16.3.30:80 1

2006-12-29 
17:34:30 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.134.242.117:4925 172.16.3.30:80 1

2006-12-28 
19:41:42 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.158.135.153:1103 172.16.0.249:80 1

2006-12-28 
19:24:27 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.158.135.153:1914 172.16.0.249:80 1

2006-12-28 
Critical

4307: HTTP: 
ASN.1 
Bitstring 

tcp Firewall_LAN 82.158.135.153:3182 172.16.3.30:80 1



 

16:51:42 Processing 
Heap 
Overflow 

2006-12-28 
14:38:33 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.227.68.6:4730 172.16.0.249:80 1

2006-12-28 
11:53:52 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.74.111.197:3398 172.16.0.249:80 1

2006-12-28 
11:47:34 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.79.66.221:4487 172.16.3.30:80 1

2006-12-28 
10:58:39 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.199.193.183:4462 172.16.0.249:80 1

2006-12-28 
10:32:07 Critical

3490: SSL: 
OpenSSL 
ASN.1 
Deallocation 
Exploit 

tcp Firewall_LAN 64.186.170.115:32978 172.16.0.249:443 1

2006-12-28 
07:45:34 Critical

4528: HTTP: 
Winamp 
IN_MIDI.dll 
Buffer 
Overflow 

tcp Internet_firewall 172.16.0.172:3128 172.18.0.56:1323 1

2006-12-27 
21:36:18 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.13.68.195:3830 172.16.0.249:80 1

2006-12-27 
19:34:44 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.24.193.204:1622 172.16.0.249:80 1

2006-12-27 
19:34:14 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.208.167.106:1711 172.16.3.30:80 1

2006-12-27 
19:32:10 Critical

2670: SMTP: 
Netsky-C 
Virus 
Propagation 

tcp Firewall_LAN 83.148.22.103:4253 172.16.0.241:25 1

2006-12-27 
17:42:37 Critical

4307: HTTP: 
ASN.1 
Bitstring 
Processing 
Heap 
Overflow 

tcp Firewall_LAN 82.73.68.177:4693 172.16.0.249:80 1




